ICT Technician

Grade 10

Desktop & Application Support

Activities

· Perform advanced diagnosis procedures on hardware, peripherals and applications
· Give appropriate level of advice on compatibility of hardware and OS
· Give appropriate level of advice on compatibility of applications with existing systems, based on user requirements
Knowledge

· Expert user of all major hardware and detailed knowledge of OS
· Expert user of desktop and client/server based application software, including awareness of version limitations
Server & Network Support

Activities

· Design and implement network infrastructure to meet the school’s requirements
· Manage active network components including switches, routers and bridges
· Install additional servers and upgrade the network operating system
· Set up disk caches and firewalls, and maintain Internet filtering systems
· Manage remote access to school’s intranet
Knowledge

· Specialist networking skills relating to managing active equipment, including wireless technology

· Understand firewalls, disk caches, filtering systems, access policies and usage reporting utilities present in the server operating system

Health & Safety

Activities

· Actively monitor school, LEA/LA and legal responsibilities 
· Develop relevant Health and Safety procedures and ensure that all ICT users follow appropriate practice
Knowledge

· Detailed knowledge of both general and specific ICT Health and Safety issues relating to work, both for self and all potential users

Configuration & Installation

Activities

· Tailor processes to the specific school.  Report on the effectiveness and impact of the processes 
· Design, implement and monitor the school procedure on receiving and testing ICT equipment
· Design and implement the school policy on asset disposal
Knowledge

· Understand the nature of inventory design for the purposes of security and insurance
Continuity, Maintenance & Security

Activities

· Maintain and regularly review whole-school system contingency plans
· Design and implement the school’s backup and virus protection policies
· Implement appropriate security systems to protect hardware, data and confidential information
Knowledge

· Understand the importance of contingency planning at different levels for elements of the school’s business
Support Request Management

Activities

· Produce and analyse separate incident and problem reports for management purposes
· Analyse the support logs to produce detailed management reports and help plan future support service developments
· Provide second level of in-school support for more complex requests
· Set support priorities given staff availability and wider ICT service demands
· Advise leadership team on areas of CPD required, based on support log analysis
Knowledge

· Understand the importance of balancing trouble-shooting against monitoring and scheduled maintenance
· Aware of the role of support request analysis in providing management information and informing service development
Internal Support & Arrangements

Activities

· Report on and monitor progress against agreed service levels (both internal and external)
· Assess needs, and recommend internal and external support arrangements and contracts required to deliver an effective ICT service in the school
Knowledge

· Aware of the different support models
Strategy & Planning

Activities

· Have an overall view of the capabilities of the school’s ICT service and contribute to continuous improvement to meet future needs
· Plan for major developments of the ICT service and project manage their implementation
Knowledge

· Specialist technical knowledge of a wide range of solutions
· Understand system integration risks and issues
Budget & People Management 

Activities

· Develop ICT financial management processes with reference to school and LEA/LA procedures
· Understand and interpret the appropriateness of national and local framework contracts
· Closely involved in writing school ICT procurement policy
· Management responsibilities for other ICT support staff 
Knowledge

· Aware of different forms of, and regulations on, tendering
· Appropriate level of personnel management skills for managing a team
Personal ICT Competences

Activities

· Expert computer and network user
· Actively seek to maintain and extend expertise in appropriate areas
Knowledge

· Develop expertise in specific user areas to provide advice and support

Communication Skills

Activities

· Advise senior staff and governors

· Negotiate with suppliers

· Document systems and procedures

Knowledge

· Good level of written and spoken English appropriate to the context and audience
Educational Awareness

Activities

· Regularly access key ICT education web sites to keep abreast of changes and developments
Knowledge

· Aware of role of LEA/LA, DfES and National Strategies in relation to ICT

· Aware of different levels of capability in each level of NC ICT and implications for infrastructure

· Understand how the overall technical requirements of the school should support the use of ICT in the curriculum and management of the school

